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Senior DevOps Engineer | Cloud Solutions Architect | Cloud Security
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PROFESSIONAL SUMMARY[image: ]
Senior DevOps and AWS Cloud Engineer with 15 years of IT experience, including over 9+ years designing and operating scalable AWS infrastructures. Expertise in Infrastructure as Code with Terraform, container orchestration on ECS Fargate and Kubernetes, and building CI/CD pipelines with GitHub Actions, Jenkins, and Azure DevOps (YAML-based). Known for enhancing system reliability, security, and cost efficiency through proactive monitoring with CloudWatch, Prometheus, and Grafana. 

CORE COMPETENCIES[image: ]
· Cloud & AWS Architecture: Amazon EC2, Amazon RDS, Auto Scaling (EC2/ECS), AWS Identity and Access Management, AWS Key Management Service, Amazon Route 53, VPC, Subnets, Security Groups, VPC Peering, Endpoints, Amazon S3, Amazon EFS, Amazon API Gateway, Amazon CloudFront, ALB/NLB, VPN

· Cloud & Azure Architecture: Virtual Machines, Virtual Machine Scale Sets, Virtual Network (VNet), Subnets, Network Security Groups, Azure Load Balancer, Application Gateway, Azure Storage Accounts, Azure Blob Storage, Azure Key Vault, Azure Monitor, Azure DevOps, Azure Active Directory (Microsoft Entra ID)
· Containers & Serverless: Amazon ECS (Fargate), Amazon EKS, AWS Lambda, Docker, Kubernetes

· DevOps & CI/CD Automation: Jenkins, GitHub Actions, GitLab CI, Azure DevOps (YAML Pipelines), Ansible, CI/CD Pipeline Design, Release Automation
· Infrastructure as Code: Terraform (AWS & Azure), AWS CloudFormation

· Programming & Scripting: Programming & Automation: Python, Bash, PowerShell, Groovy (Jenkins Pipeline)

· Observability & Monitoring: Amazon CloudWatch, Prometheus monitoring system, Grafana, Zabbix, Nagios

· AI & Intelligent Automation: Prompt engineering, AI-assisted DevOps workflows

· Systems & Network: Linux (Ubuntu, CentOS, RHEL), Windows Server (2008-2019), Active Directory, Networking (CCNA), Virtualization (Citrix XenServer), On-Premises Data Center Administration 

PROFESSIONAL EXPERIENCE[image: ]
The LCF Group Sep 2024 - Present
Senior DevOps Engineer
· Architected and governed enterprise-scale AWS Organizations structures, including OU design, SCPs, IAM roles & policies, enabling secure multi-account strategy and centralized compliance across 15 plus accounts
· Engineered production-grade cloud architectures aligned with business requirements and infrastructure blueprints, leveraging AWS best practices to support high-availability and scalable workloads 
· Provisioned and managed 100% infrastructure-as-code using Terraform (modular design with remote state), building secure VPCs, ECS Fargate clusters, Public ALB, private NLB, S3 with Signed URL & CORS policies, API Gateway VPC Links, CloudWatch monitoring, and Route53 — reducing manual setup time by ~70–80% and eliminating configuration drift 
· Designed and implemented secure authentication & authorization layers integrating AWS Cognito, API Gateway, and Auth0 via custom Lambda authorizers, enforcing least-privilege access and achieving zero-trust API security posture 
· Engineered automated CI/CD pipelines in Azure DevOps (YAML-based) to orchestrate containerized microservices deployments on AWS ECS Fargate using zero-downtime blue/green deployments via AWS CodeDeploy, improving release management efficiency and deployment reliability
· Established end-to-end observability and proactive alerting using Amazon CloudWatch (Python Lambda templates), Prometheus monitoring system, and Grafana, with Firelens (Fluent Bit) routing logs to Amazon Kinesis Data Streams → Amazon OpenSearch Service—reducing MTTD by 30–50%.

TCGDIGITAL Sep 2021 - Aug 2024
DevOps Engineer
· Designed production-grade AWS infrastructure using Terraform, managing 100+ resources across dev/staging/prod with versioned state management, achieving 60% deployment time reduction 
· Migrated legacy monoliths to containerized microservices using Docker, ECS, EKS and Kubernetes, improving application reliability and scalability 
· Engineered multi-stage CI/CD pipelines (Jenkins, GitHub/GitLab) with automated testing, code quality gates using SonarQube, and deployment workflows 
· Automated configuration and deployment management with Ansible across dev/staging/prod — ensuring idempotent, drift-free environments and cutting manual ops effort by over 70%
· Optimized cloud costs through right-sizing recommendations, reserved instances planning, and implementing auto-scaling policies, achieving 30% cost reduction
· Managed production PaaS VMs on AWS and implemented secure site-to-site VPN connectivity between AWS and on-premises environments for private cloud analytics platforms, routing microservices traffic through Nginx reverse proxy and load balancers. environments and cutting manual ops effort by over 70%

ABP eVenture Pvt. Ltd. (ABPweddings) Dec 2019 - Sep 2021
Cloud Architect
· Managed multi-zone infrastructure team for Kolkata and Mumbai locations, ensuring high availability and disaster recovery capabilities 
· Designed and configured public/private cloud infrastructures using AWS services: VPC, EC2, S3, CloudFront (CDN), CloudWatch, ALB, ELB, Lambda, and EC2 Systems Manager 
· Established production environment in AWS and test environment in Azure for comprehensive testing and development workflows
· Led datacenter migration initiatives and established new datacenter at different geolocations with MPLS interconnectivity and routing configuration 
· Configured Jenkins CI/CD pipelines for automated build and test processes, and implemented Ansible for microservice deployment and operational task automation



ABP GroupApr 2018 - Nov 2019

Analyst IT Support / Cloud Architect
· Collaborated with cross-functional teams and management to gather requirements and design comprehensive IT solutions
· Configured and maintained SAMBA file servers with authentication controls and directory access restrictions
· Implemented Subversion (SVN) code repositories and FTP servers, automated backup processes using shell scripts for production, development, and operations servers 
· Administered Citrix XenServer 7.2 virtualization platform including VM creation, deletion, snapshot management, and backup strategies for development environments 

MICRO LAB (Client: C.E. Testing Company Pvt. Ltd.)Feb 2010 - Mar 2018

System Engineer
· Successfully executed Windows Server migration from 2003 to 2008, ensuring zero downtime and data integrity
· Managed Active Directory infrastructure including backup and recovery, access rights configuration, Group Policy Object (GPO) implementation, and troubleshooting 
· Maintained server infrastructure through service pack updates, hotfix deployment, and DNS/DHCP server administration
· Configured and administered Quick Heal Internet Security Server admin console for enterprise-wide security management



EDUCATION
	University of Burdwan
	2005

	Bachelor of Commerce
	West Bengal



CERTIFICATIONS & TRAINING[image: ]

AWS Certifications
· AWS Certified Solutions Architect - Associate (SAA-C01): Validation: 1NGJF1LCB21EQ23E
· AWS Certified Solutions Architect - Professional (SAP-C01)
· AWS Certified Advanced Networking - Specialty (ANS-C00) 

Azure Certifications (In Progress)
· AZ-303: Microsoft Azure Architect Technologies
· AZ-304: Microsoft Azure Architect Design

Microsoft Certifications
· MCTS: Windows Server 2008, Active Directory Configuration (70-640): ID: 9794908
· MCTS: Windows Server 2008, Network Infrastructure Configuration (70-642): ID: 9794908
· MCITP: Enterprise Administrator
· MCSE: Microsoft Certified Systems Engineer

Other Certifications
· CompTIA A+ and Network+
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